ACR 2 Solutions, Inc.

Risk Management and Compliance Solutions
HIPAA Security Rule Compliance Reporter™
Enterprise Compliance Console for HIPAA™

ACR 2 Solutions (ACR2) is a leading developer and innovator of information security and regulatory com-
pliance solutions. We specialize in software solutions that meet the needs of companies trying to keep up
with rapidly expanding information security and compliance laws. Our products focus on automated risk as-
sessment and risk management for regulatory compliance with federal mandates including GLBA, HIPAA,

FISMA and the PCI DSS.

HSCR Features

* Roadmap to full HIPAA
compliance

* Continuously updated using
Federal standards

« Software as a Service (SaaS)

* Secure Input (SSL)

* Encrypted Storage of input data

* Encrypted PDF Reports

e Supports SCAP vulnerability
scan import

* Supports IPS/AV upload

HSCR Benefits

« We read the regulations, so you
don’t have to!

» Compliance limits liability

 Annual subscription based
program

* Protects your data

* Auditable reports

e Uses approved NIST methods

» Automates time consuming
processes

* Automates extraction of
syslog data

The HIPAA Security Rule Compliance Reporter™ (HSCR) deploys
state of the art enterprise risk management technology to allow you to
meet the HIPAA Security Rule requirements for hospitals and their busi-
ness associates. The software supports SCAP vulnerability scan data up-
loads and direct input or uploads of syslog data from perimeter security
devices. Policy inputs include HIPAA specific questions and enhanced
reporting. The HSCR console enables the monitoring of the HIPAA secu-
rity rule compliance status of each business associate. The console allows
for hospital access to real-time display of the HIPAA security rule compli-
ance status of all active business associates as described in NIST 800-66.

Welcome,

Main Menu
Account Settings
Log Out

HIPAA Security Rule Risk Assessment

Upload Scan 1) Usually the first step in the risk P . ituses scan data
Data results to populate the fields that are otherwise difficult to answer.

Upload UTM 2) Often the second step in the risk assessment process, because it uses utm data
Data results to populate fields that are ot ise difficult to

Data with the input from the upload, but can be edited manually here.

@ Enter UTM  3) Optional for all but the last 3 fields if you upload UTM data, the data populated

4) Enter Policy Data is a series of many screens of Safeguards that need to be

Enter Policy  to Is your risk A report cannot be finalized until all
Data the policy data is answered and the "finalize™ button is active on the last screen
that can be navigated to by selecting the “Last” option.

Fig. 1 - HIPAA Security Rule Compliance Reporter
Data Entry Screen

Achieving HIPAA Security Rule Compliance
1. Scan the computer network using an SCAP validated vulnerability scanner.
2. Conduct a risk assessment using the NIST 800-30 protocol.
3. Implement safeguards to protect against the risks identified during the risk assessment and
SCAP vulnerability scan.

For more information visit: www.acr2solutions.com or call 678-261-8181 or email Sales@acr2solutions.com



Data Sheet

HIPAA Security Rule Compliance Reporter™
Enterprise Compliance Console for HIPAA™

How it works - the technology

The overall ACR2 automated risk management process
is shown in fig. 2. IPS and Anti-Virus data, network
scan data, and policy data are input into the Risk Calcu-
lation Engine. This creates the Results Documentation
Report and the Control Recommendations Report. The
changes in controls are implemented and the changes
are added to the risk engine, along with updated Scan
and IPS/AV data. This cycle can be repeated as often as
daily, with reports on demand, on schedule or on alarm.

Results Documentation
Report - on demand
or an alarm

Fig. 2 - HIPAA Compliance Methodology
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ciates that have been configured and authorized

Fig. 3 - HIPAA Compliance Console access.
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Glossary of Abbreviations

e AV - Anti-Virus * SCAP - Security Content Automation Protocol
* IPS - Intrusion Prevention System » Syslog - System Log output from security devices
* NIST - National Institute of Standards and Technology » UTM - Unified Threat Management System

Model / Part Number Product Name

CCC-HIPAAuUNlim-1Y HIPAA Security Rule Compliance Reporter ™
CCC-HIPAA-1Y Enterprise Compliance Console for HIPAA ™
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